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Chapter 1: Background

1. To contain the problem of unsolicited electronic messages, the ¢itesbklectronic
Messages Ordinance (“UEMO”) and the Unsolicited Electronisddges Regulation (‘UEMR?”)
have been enacted in 2007. This Guide aims to equip the industry bvitach understanding
of the requirements under the UEMO and the UEMR to facilitate their compliance

Unsolicited Electronic Messages Ordinance

2. The UEMO came into full force on 22 December 2007. It prohibits iofes
spamming activities such as the use of unscrupulous practiceacto aat to more recipients
and fraudulent activities in relation to sending commercial @eictrmessages. In particular,
Part 2 of the UEMO sets out the rules of sending commercielr@éc messages (e.g. the
requirement to provide sender information, to honour unsubscribe requestsll ass vihe
do-not-call registers (“DNCs?).

Unsolicited Electronic Messages Requlation

3. The UEMR prescribes detailed requirements relating tnder information”,
“unsubscribe facility” and “unsubscribe facility statement” to be included ssages.

Code of Practice

4. In addition to the UEMO and UEMR, there is also a code of peaCt@oP”). The
CoP aims to provide guidance in respect of the application or operatiba pfovisions of the
UEMO. Although the CoP does not stipulate statutory requirementfadmct to observe the
CoP would not be subject to legal proceedings, the CoP represenisweof the TA on how
certain statutory provisions should be applied or operated and is ddeniasevidence in legal
proceedings. If the court is satisfied that the CoP is relédwadétermining a matter at issue,
failure to observe the CoP may be relied upon to establish or riegatmatter. The TA may
approve or issue other CoPs in the future.

5. This Guide is for general reference only. The industry issadvio refer to the
provisions of the UEMO and the UEMR for a complete and definitiverstt of the law. As
each case needs to be considered in its own circumstances awa imerits, this Guide should
not be regarded as substitute for legal advice and the industry sladuldlynsolely on this
Guide or our views for assessing whether their activities mayebelated under, or may

! For details of DNCs, please see Chapter 5.



contravene, the UEMO or the UEMR. The industry should consider saaklieygendent legal
advice when necessary.



Chapter 2: The Regulatory Regime and the Phased Commencement

Types of Electronic Messages being Reqgulated

6. The UEMO regulates the sending of “commercial electrongsages” with a “Hong
Kong link”.

Commercial electronic messages

7. “Commercial electronic messages” are defined as electmessages with purposes,
or one of the purposes of, which is, among others, to offer or supply, gavdes, facilities,
land, business opportunity, or advertise or promote a supplier of goodsesegfacilities, land,
business opportunity etc, in the course of or in the furtherance diummnyess (section 2 of the
UEMO).

8. Whether a message is of a promotional nature has to be deteoniaecase-by-case
basis, taking into account matters including the purpose and contérat obricerned message.
If the purpose (or one of the purposes) of the message sent by amoeicial organisation
meets the criteria prescribed in paragraph 7 above, the messlbe wonsidered to have a
‘commercial’ nature, thereby falling within the scope of the UEMO.

Types of messages

9. Any form of electronic messages sent over a public telecomatiams service to an
electronic address is regulated under the UEMO, including emgjlSMS/MMS, pre-recorded
voice/video messages. However, person-to-person interactive alisxampted (please see
paragraphl2).

“Hong Kong link”

10 In general, a commercial electronic message has a Hong Kong linknésisage:
() originates in Hong Kong;

(b) is sent to Hong Kong; or

(c) is sentto a Hong Kong telephone or fax number.

Detailed meaning of Hong Kong link can be found in section 3 of the UEMO.

11. In accordance with section 4 of the UEMO, “sending” a mesisafpdes causing a
message to be sent and attempting to send a message.

5



Exemptions

12. Some messages are not regulated under UEMO or part 2 of the UEMO. Slyecifica
(@) The following messages are exempted from application okethiee UEMO
(Table 1 of Schedule 1 of the UMEO):
e  person-to-person telemarketing calls;
e sound broadcasting or television programme services.

(b) The following messages are exempted from applicatidPaof 2 of the UEM O
(rules for sending of commercial electronic messages) oalyl€T2 of Schedule
2 of the UMEO):
e electronic messages sent in response to the recipient’s requests;
e the primary purpose of the messages is:

(i) to facilitate, complete or confirm a commercial transactiowipusly
agreed,;

(i) to provide warranty information, product recall information or safety or
security information with respect to a commercial product prewousl
purchased or used by the recipient;

(i) to deliver goods or services, including product updates and upgrades,
that the recipient is entitled to receive under the terms of the transaction
previously agreed;

(iv) to provide notification or updates in relation to a subscription,
membership, account, loan, etc; and

(v) to provide information directly related to an employment relatignshi
or a related benefit plan in which the recipient is currently inehlve
participating or enrolled.



Chapter 3: Management Responsibilities

Liability of Principals and Agents in Qutsourcing Arrangements

13. Companies/organisations may outsource all or part of the sendicgmohercial
electronic messages to a third party, ranging from a simyigourcing of the actual sending
work to the complete outsourcing of the process (e.g. from the fidatitin of potential
recipients through the management of address lists to the aehghhg of the messages and the
operation of unsubscribe facilities).

14. Nevertheless, companies/organisations should bear in mind any aairdmreluct
engaged in by an agent or the outsourced service provider willdtedras done or engaged in
by the principal (i.e. the company/organisation). However, the coyfgrganisation can defend
by proving that he has taken practicable steps to prevent the fagentdoing the act or
engaging in the conduct. (section 59(2) of the UEMO)

15. Therefore, the companies/organisations should take all practstaple under the
outsourcing arrangement to prevent their outsourced service providensbreaching the

UEMO and the UEMR.

Liability of Directors and Partners

16. Where an organisation has done any act or engaged in any tcoodstituting an
offence under the UEMO, any director of the company, partner ipatigership, or officer in

an organisation who was responsible for the internal managemerg ofghnisation shall be
presumed also to have done the act unless there is evidence showing that he did res thehori
act (section 60(1) of the UEMO).

17. They will be taken not to have done the act if sufficient evelenadduced to raise
an issue that they did not authorize the act and the contrary mowad by the prosecution

beyond reasonable doubt.

Liability of Employers and Employees

18. Any act done or conduct engaged in the employee shall be treatedeaor engaged

in by his employer as well as by him, whether or not it was dwnengaged in with the

employer’s knowledge or approval (section 59(1) of the UEMO). Homvévean serve as a

defence if the employer can prove that he has taken practstaple to prevent the employee
from breaching the UEMO.

2 |f there is no such director (partner), any persdro was responsible under the immediate authafitthe
directors of the company (partners of the partripjgbr the internal management of the companyt@eaship).



19. For the employee, he can defend himself if he could prove thatasenot in a
position to make or influence a decision regarding the act and

(@) he did the act in good faith in the course of his employment; or

(b) in accordance with instructions given to him by and on behalf of his employer.



Chapter 4: How to Comply with the UEM O When Using Commer cial
Electronic M essages to Promote Goods or Services etc.

20. If a sender considers that the electronic message it iners#nd falls within the

definition of commercial electronic message of the UEMO andahideng Kong link, he/she
should take the necessary steps to ensure compliance with the dafiithe UEMR. This

chapter specifically lists out some steps to facilitate ssnidecomply with the rules stipulated
in the UEMO.

21. The general rules for sending commercial electronic messag set out in the box
below.

General rulesfor sending messages

Do
provide accurate sender information in the message

- provide a functional unsubscribe facility with an unsubscribe facilitgistant in aclear ang
conspicuous manner

- honour recipient’s unsubscribe request

Don’t

- send message to any telephone / fax number listed on the DNC, comsent has bei
obtained from the registered user of the telephone / fax number

- use misleading subject heading for an e-mail message

- conceal or withhold the caller line identification informatiwhen sending message froj
fax or telephone number

22. A sample checklist in Appendix can help senders to assesbewlbey have
complied with the main statutory requirements in preparing andregedmmercial electronic
messages for general reference. Sender is also advisedrttordfe UEMO and UEMR to
ensure compliance with the law. Senders may develop alternativererdetailed instructions
having regard to their circumstances or mode of operation of sendmgercial electronic
messages.

Preparation Stage

Preparation of the Target Address List

23. In general, a sender starts with a list of electronic addrespotential recipients. If
9



the sender is to build up such an address list, he/she should not:

(@) use any address harvesting softwaire connection with, or to facilitate, the
sending of messages without the consent of the registered user elettronic
address (section 17(1)(a) of the UEMO); or

(b) use automated medhs$o obtain an electronic address for the sending of a
message (section 18(1) of the UEMO).

24. If the address list is obtained or leased from a third party, the sender shouldhextsure
it is not a harvested-address list (section 16(1)(c), (d) and 16{d¢ &fEMO), and refrain from
using any harvested-address list (section 17(1)(b) of the UEMO).

25. Before sending of commercial electronic message to tget teecipient, the sender
should ensure that the target address list does not include:

(a) any electronic address from which an unsubscribe request has dmsved
(section 10 of the UEMG) and

(b) any telephone / fax numbers listed in the DNCs , unless the seasl@btained
consent from the registered user of the telephone / fax number.

Senders should update their database of address lists as saorh amsubscribe
requests are received in order to ensure that an unsubscribe Emuddake effect within 10
working days from the day on which it is sent. They should also dowitih@a®NCs from
time to time in order to avoid sending any commercial electnor@ssage to a telephone / fax
number that has been listed in a DNC for 10 working days or more.

26. The sender can seek the consent of the registered user aéfi®e / fax number
for sending commercial electronic messages such that the seadesend commercial
electronic messages to the relevant telephone / fax number eveh thauglready listed in a
DNC (section 11(2) of the UEMO). However, in any event, the sesdequired to comply
with other provisions in Part 2 of the UEMO when sending messages tedistered user. In
particular, the sender is still required to provide an unsubscridéyfacithe message and the
sender must honour unsubscribe requests within 10 working days from tloa dayich the

% Address harvesting software means software thapésifically designed or marketed for use for skiag the
Internet or a public telecommunications networld anllecting electronic addresses such as telephonders or
email addresses.

4 Automated means refers to an automated processgémerates possible electronic addresses by cambin
letters, characters, numbers or symbols into nunsepermutations.

®> In the event that both a consent and an unsulesceifpuest have been received for the same electadidiress,
the latest received request would prevail. In otherds, if a consent is received after unsubscribe request, the
sender may send further messages to that electanliicess. On the other hand, if an unsubscribeestqs
received after a consent, the sender mussad any further messages to that electronic agldre

10



unsubscribe requests are sent (section 10 of the UEMO).

Preparation of the Content of the Message

Sender information

27. The purpose of inclusion of the sender information is to allow ttipigsts to
identify the senders who initiate the promotional activity. Nolynaender" of a commercial
electronic message refers to the individual/organisation thatgbesnthe product/service and
not the individual/organisation which merely sends the message. tasbe where only the
sending process is outsourced, it is expected that the organisatmnauthorises that sending
of the message should be identified. However, there can be exceptithms, for example, a
reseller/an organisation who offers products (from another proswgplier) to its own
customers/members would need to provide its own information (insfeiafiormation of the
product supplier) as the sender information in the message. Eselslwauld therefore be
judged on its own facts.

28. The sender information should be reasonably likely to be validt fleast 30 days
after a message is sent (section 8(1)(d) of the UEMO). eXample, if a sender could foresee
the relocation of his/her office to another premises in the perfo80 days following the
sending of a message, he/she should include the address of the mesepi@nd its effective
date. Alternatively he/she could make arrangements for commiongdhat go to the old
premises to be re-directed to the new premises for a period of time

Unsubscribe Facility

29. The sender of the commercial electronic message is reqoipgdvide unsubscribe
facility to enable the recipient to submit unsubscribe requestsly uksubscribe facility
should —

(@) be capable of receiving unsubscribe requests at all times dupegaal of at
least 30 days after the message is sent (section 9(1)(f) of the UEMO);

(b) be free of any usage charge to the recipient (section 9(1)(g) of the YEMO

(c) be convenient to use, readily available and does not contain in itself a
information promoting or advertising products, services, facilitiegamsation
etc. (section 9(3) of the UEMR).

30. The sender can provide more than one unsubscribe facilities issagae Please
refer to paragraph 8 of the CoP for the guidance on the basic regairefrunsubscribe facility
to be provided in the message. The unsubscribe facility should altguierds to unsubscribe

from all commercial electronic messages to be sent byethéer. Having said that, the sender
11



may also provide options for the recipients to choose the types shgessthat he wants to
subscribe or unsubscribe, as long as the statutory requirements have been met.

Language requirement for the sender information and the unsubscrilty fatement

31.

As a matter of principle, sender information and the unsubdaciiy statement

should be given in both Chinese and English, unless the recipient miesage has indicated
to the sender that such information and statement may be given in one language only.

Presentation of the sender information and unsubscribe facditynsént in different types of

messages

32.

The following tables show the specific requirements of the sdanf@mation,

unsubscribe facility, and the unsubscribe facility statement for differpes tyf messages:

(i)

Email messages:

Sender information require

Name, address, contact dphone number and contact er
address should be provided (section 5(1) of the UEMR)

Unsubscribe facility

At least one unsubscribe facility should be an email addr¢
web page or a web address (Paragraph 8.2 of the CoP)

of the sende
information and osubscrib
facility statement

Position

They should be prominently displayed either at the top or &
bottom of the body of the email message; and reasonably )
in terms of the font size, position and contrast/colour (Parag
6.2 and 8.2 of the CoP)

(i) Fax message:

Sender information require

Name, address and contact telephone number should be pi
(section 5(2) of the UEMR)

Unsubscribe facility

At least one unsubscribe facility should be a Hong Kong
number (Paragraph 8.1 of the CoP)

of the sende

information and osubscrib

Position

They should be prominently displayetther at the top or at t
bottom of the first page of the fax messaged reasonably visil

facility statement

in terms of the font size, position and contrast (Paragraphs 6

12
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8.1 of the CoP).

Capacity of the unsubscri
facility

Sender should use reasonable endeavours and take into |
the volume andate of commercial electronic messages being
to design the capacity of the concerned telecommunication
so that the unsubscribe facility has adequate capacity to r
the incoming unsubscribe requests.

(i) Pre-recorded voice or

video telephone call:

Sender information require

Name, address, contact telephone number shbaldrovidel
(section 5(1) of the UEMR)

Presentation of the sen
information

If the sender information is voideased, it should be presentef
such speed so as to be reasonably audible.

If the sender information is text/imagpased, it should K
reasonably visible and separate and distinguishable fror

commercial content of the message. Moreover, it shoulq

(Paragraph 6.3 of the CoP)

Order of the presentation
the sender information

The sender information should lpait at the beginning of tl
message in the following order (section 8(2) of the UEMR) —

(i) the name of the sender;
(ii) the unsubscribe facility statement; and
(iif) address and contact telephone number of the sender.

However, a sender may choose to provide an option (acces
all times during the transmission of the message) of obtainir
address and contact telephone number through entering
input specified in the message, so as to position the etiag
message as early as possible in the voice or video messaj
such situation, the order of presentation of information, stz
from the beginning of the message, should instead be (sectic
of the UEMR) —

(i) the name of the sender;

(ii) the unsubscribe facility statement; and

13
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(i) the specified key input for obtaining the address andaxt
telephone number of the sender.

Unsubscribe facility

At least one unsubscribe facility should be activated by key
of a specified one-digit nunab. It should be ready for u
immediately after the unsubscribe facility stateméas bee
given and should be available throughout the duration whe
rest of the message is being played.

Unsubscribe facility
statement

The subscribe facility stateent should be presented at such s
S0 as to be reasonably audible when such statement is voice

When such statement is text/image-baseshould be reasonak
visible and separate and distinguishable from the comm
content of the messag®loreover, it should be displayed Ic
enough for the recipient to read the statement (Paragraph 8.
the CoP).

-based.

(iv) SMS messages

Sender information require

Name, address and contact telephone number should be pt
A sender may choose nto include the physical address in
message itself, provided that such information can be obtair
calling the contact telephone number providadthe messag
(sections 5(2) and 5(4) of the UEMR)

Presentation of the sen
information

The contat phone number should be presented in digits il
main text of the SMS message:

(@) with a preceding label of eithe@“,‘?d EN” or “EN @?&d if
the recipient has not indicated language preference |
sender;

(b) with a preceding label ofg‘[g%i”, if the recipient hg
indicated to the sender that the sender information m,
given solely in Chinese;

(c) with a preceding label of “EN”, ifhe recipient has indicat
to the sender that the sender information may be giobaly
in English; or

(d) if the recipient has indicated to the sender that the g

14
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information may be given solely in a language other
Chinese or English, with preceding label with the mean
of “Enquiry” in that language.

For a long SMS message that is split inwo or morg
transmissions, the sender information must be includdakifirsi
transmission of the SMS message (Paragraph 6.4 of the CoR

Furthermore, fi the address field of the SMS message alr
displays some of the sender information (e.g. name or cf
telephone number of the sender), there is no need to repei
information in the main text of the SMS message.

Unsubscribe facility

e unsubscribe facility should be a Hong Kong telep
number with which unsubscribe requests may be made org
by entering key inputs (section 9(2) of the UEMR). In ¢
words, a telephone number capable of receiving unsub<eMSs
messages would not suffice.

Unsubscribe
statement

facilit

The telephone number serving as the unsubscribe fasiitylc
be presented in digits in the main text of the SMS message:

(a) with a preceding label of eitheF¥if] UN" or “UN ZVif}", if
the recipient has not indiwal language preference to
sender ;

(b) with a preceding label of¥jf]", if the recipient has indicats
to the sender that the unsubscribe facility statement m
given solely in Chinese;

(c) with a preceding label of “UN"if the recipient has indicati
to the sender that the unsubscribe facility statement m
given solely in English; or

(d) if the recipient has indicated to the sender thautisibscrib
facility statementnay be given solely in a language other |
Chinese or English, preceded by a lavgh the meaning ¢
“Unsubscribe” in that language.

For a long SMS message that is split inwo or morg

).

D

transmissions, the unsubscribe facility statenmenst be include

15



in the first transmission of the SMS message.

Furthermore, if the address fielof the SMS message alred
displays the telephone number serving as the unsubscribe f
there is no need to repeat such number in the main text of thi
message.

Capacity of the unsubscri
facility

Sender should use reasonable endeavours &edirtto accour|
the volume andate of commercial electronic messages being
to design the capacity of the concerned telecommunication
(and the relevant human resources if applicalsie)that thi
unsubscribe facility has adequate capacity toivedde incoming
unsubscribe requests.

(v) Other types of messages:

Sender information require

Name, address and contact telephone number should be pi
(section 5(2) of the UEMR)

Unsubscribe facility

The unsubscribe facility should be capatfil receiving a
unsubscribe request transmitted from the telecommunici
device that is used by the recipient to access the messager
9(1) of the UEMR).

Presentation of the sen
information and unsubscri
facility statement

If the information and statement are voice-based, gteuld by
presented at such speed so as to be reasonably audible.

If they are text/image-based, they should be:

(a) reasonably visible in terms of the font size, position
contrast/colour,

(b) separate and distinguishable from the commercial coof
the message; and

(c) displayed long enough for the recipient to read
information and the statement (Paragraph 6.5 anaf8the
CoP).

ent
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Sending of the Commercial Electronic Message

Electronic Address from which Messages are sent

33. In relation to the electronic address from which commemcéssages are sent, the
UEMO prohibits:

(@) the use of automated means to register for 5 or more adaaésses from which
to send multiple commercial electronic messages (section 19 of the UEMO));

(b) registration for 5 or more email addresses or 2 or rdoneain names using
falsified information to send multiple electronic messagesi@eg6 of the UEMO);
and

(c) falsely representing to be the registrant of 5 oreneonail addresses or 2 or more
domain names to send multiple electronic messages (section 26 of the UEMO).

Technical Infrastructure

34. The UEMO also places a number of requirements on how commeleiaionic
messages should be sent using technical infrastructure. These regisreciade:

(@) When sending messages from a telephone or fax number, the sendemshould
conceal the calling line identification information (“CLI") (d@®n 13 of the UEMO).

In practice, if senders have made arrangements with theaoteimunications service
providers to withhold CLI information for all outgoing calls, they skoeither cancel
such arrangements, or dial “1357” before each telephone/fax numbeipa¢mesc so
that the CLI information would be displayed at the recipients’ deviés/en though
the senders have not made arrangements with the telecommunicaéinnse
providers to withhold CLI information, they should ensure that theif at@uld not

dial “133” before each telephone/fax number of recipients when sending the esgssag

(b) Sender must not use automated means to generate an electronis txldidgish
a commercial electronic message is sent (section 18(1) of the UEMO);

(c) Sender must not use open relay/proxy to relay or retransmitpheuttbmmercial
electronic messages (section 20 of the UEMO);

(d) Sender must not access a telecommunications device without autborigat
send multiple commercial electronic messages (section 22 of the UEMO);

17



(e) Sender must not send multiple commercial electronic messages &
telecommunications device without authorisation with a view to dewxgior
misleading recipients about the source (section 23 of the UEMO); and

() Sender must not falsify header information in multiple commesrdttronic
messages and send such messages (section 24 of the UEMO). &avitlamce of
doubt, header information includes email header as well as otles ¢yeader such
as CLI.

Response Management

Retention of unsubscribe requests

35. On receiving commercial electronic messages, the recipretsraise unsubscribe
requests. The sender should retain a record of unsubscribe raguedtemat in which they

were originally received, or in a format that can be demondttateepresent accurately the
information originally received, for at least 3 years aftegir receipt. (section 9(3) of the
UEMO)

36. For example, for unsubscribe requests sent by fax, the senglasithe retain the
hardcopy, or scan them as images for digital storage.&@lynfbr unsubscribe requests sent by
e-mail, or by clicking an Internet hyperlink, an electronicordcof such e-mail message or
information received from the action of clicking the hyperlink should be stored.

37. In case of unsubscribe requests given orally over the teleptienesender may,

subject to compliance with the Personal Data (Privacy) Ording@ae486) and any applicable
law, tape the actual conversation for record in order to meet the statutorgmesjut.

18



Chapter 5: The Do-not-call Registers

38. By registering his telephone / fax number to a DNC, thistragt has in effect opted
out from receiving further commercial electronic messagdssaelephone / fax number from
all senders. The senders should not send further commercialoeiecinessages to the
telephone / fax numbers listed on the DNCs that has been listed @Nthdor 10 working
days or more, unless they obtain specific consents from theeregistser of the telephone / fax
number. In this connection, senders should download the DNCs to purge their sending lists

39. Consent given to an individual sender by a registered user ¢¢lépdone / fax
number overrides the listing on a DNC. In other words, while a persodidted his/her
telephone / fax number on a DNC to indicate a “general’ reftcsaleceive promotional
messages, that person can still give consent to any “individaatfer to allow the latter to send
messages to him.

40. Three DNCs have been set up by OFTA:

DNC (Fax);

DNC (Short Message) -- for Short Messaging Service (SMt8) Multimedia
Messaging Service (MMS) messages; and

DNC (Pre-recorded Telephone Message) -- for pre-recorded, wmuad, video
and image messages.

41. To apply for the access of DNCs in order to purge those nufntersheir sending
lists, senders can submit an online application at the DNC web#gjie/tm.dnc.gov.hk
Applicants will have to submit relevant identification documents and thay necessary
subscription fee. The subscription fee is:

Unlimited downloading for one year per register HK$1,600
Unlimited downloading for 3 months per register HK$425
42. Once the vetting of application is completed, senders will lifeedddy email and be

provided the details on how to download the DNC. The information downloaddakviil the

format of a text file containing a list of 8-digit numbers, dex file containing a list of 8-digit
numbers with the corresponding registration dates. No person&lafatee registrant will be
included in the downloaded file.

43. For more details regarding the DNC, please visit OFTWebsite at

® The purpose of the DNCs is to require sendergase the sending of commercial electronic messaghsse
telephone / fax numbers listed on the DNCs. Tien® need for the DNC system to capture persacatal @.g.
name) of the registrants.

19


http://tm.dnc.gov.hk/

http://www.ofta.gov.hk/en/uem/dnc.htrof the DNC website dittp://tm.dnc.gov.hk

44, The information obtained from unsubscribe requests or DNCs should ardgdbéor
purposes for compliance with the statutory requirements in the UBMIOQUEMR (section 58
of the UEMO). A person who fails to comply with this requiremettitbe subject to a fine of
$100,000 on summary conviction. If he knowingly contravenes this provision, iablés dn
conviction an indictment to a fine of $1,000,000 and to imprisonment for 5 years.
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Chapter 6: Penalty for Contravention

Penalty for Contravention of Part 2 of the UEMO

Enforcement Notice

45. Where TA is of the opinion that any person is contraveningpanwsion of Part 2 of
the UEMO which prescribes rules about sending commercialr@éct messages, or has
contravened in circumstances that make it likely that the comitiemewill continue or be
repeated, he may serve an enforcement notice to the relevant pegsiting him to take

remedial action as specified.

46. A person who fails to comply with an enforcement notice commitéfance. On the
first conviction, the offender may attract a level 6 fine (ently at HK$100,000). On a second
and subsequent conviction, the offender may attract a fine up to KEED For continuing

offence, a further daily fine of $1,000 for each day can be imposed.

Appeals against Enforcement Notice

47. In the event that the person on whom an enforcement noticees skeres not agree
with the views of the TA set out in the enforcement notice, piieson can appeal to the
Unsolicited Electronic Messages (Enforcement Notices) Appeatd (“Appeal Board”) within
14 days after the enforcement notice is served against any part of the raefuroetice.

48. Unless ordered by the Appeal Board, the lodging of a notice ofleghadlanot have
the effect of suspending the operation of the enforcement notice. hdnwords, the person
should still comply with an enforcement notice even though an appeakate enforcement

notice has been lodged.
49, After hearing an appeal against an enforcement notice, the |IABpaed will

determine the appeal by upholding, varying or quashing the enforcemieet avad may make

such consequential orders as it considers necessary.

Penalty for Contravention of Part 3 of the UEMO

50. Under Part 3 of the UEMO, a sender is prohibited to use unscrupwbogjtes to

reach out to more recipients. It is an offence to:
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(a) supply, acquire or use address-harvesting soffwareharvested-address lists
for sending commercial electronic messages without the re@piemsent
(sections 15-17 of the UEMO);

(b) send commercial electronic messages to electronic addrelstsesed using
automated meafig(e.g. “dictionary attack”) (section 18 of the UEMO);

(c) use scripts or other automated means to register for multipdd addresses
(section 19 of the UEMO); and

(d) knowingly send commercial email messages through open relagpeor
proxies so as to hide the source of the message (section 20 of the UEMO)

51. These offences would be prosecuted in court and subject to aléuel & (currently
at $100,000) and imprisonment up to 2 years (no imprisonment term for esffeglating to
address-harvesting) on summary conviction, or a fine up to $1,000,000 ambmyent for up
to 5 years on conviction on indictment

Penalty for Contravention of Part 4 of the UEMO

52. Under Part 4 of the UEMO, fraud and other illicit activitissconnection with
sending of multiple commercial electronic messages are prohibited aritaffence to:

(@) hack into a computer for the purpose of sending multiple commerectaic
messages (section 22 of the UEMO);

(b) use devices without authorization and sending multiple commerciaftogiec
messages (section 23 of the UEMO);

(c) falsify headeP information in multiple commercial electronic messages
(section 24 of the UEMO);

(d) use false identity to register for electronic addresses or idonsanes and
sending multiple electronic messages; (section 25 of the UEMO); and

(e) falsely represent oneself to be the registrants of electamliicesses or domain
names and sending multiple electronic messages (section 26 of the UEMO).

53. Given their seriousness in nature, a heavier penalty will Ippsed the above
offences, i.e. a fine of any amount to be determined by the counn@ndonment of up to 10
years.

" Address harvesting software means software thapésifically designed or marketed for use for skiag the
Internet or a public telecommunications networld anllecting electronic addresses such as telephondbers or
email addresses.
8 Automated means refers to an automated processyémerates possible electronic addresses by camgbin
letters, characters, numbers or symbols into nunsepermutations.
° Header is machine-generated information abousthece or routing of the electronic message suctabisg
line identifications or IP addresses. It does inctude the ‘from’ field in email message whichncaasily be
altered by senders.
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Chapter 7. Further Information

54. For the full text of the UEMO, UEMR and CoP, as well asftbguently asked
guestions and useful links, please visit OFTAs website at
http://www.ofta.gov.hk/en/uem/main.html

55. If you are sender of commercial electronic messages and dmaperies about
subscription account such as application procedure and technical isseeese pimail to
register-enquiry@dnc.gov.hk or call OFTAs hotline at 2961 6333 duringeoffours (8:30
a.m. — 5:45 p.m. Monday to Friday, except public holidays).

56. Detailed instructions on how to register numbers onto the do-noegellers can be
found inhttp://www.ofta.gov.hk/en/uem/instruction.htmi

For enquiries about number registration, please email to public-g@urc.gov.hk or call
OFTA's hotline at 2961 6333 during office hours (8:30 a.m. — 5:45 p.m. Mord&yiday,
except public holidays).
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Appendix: Sample Checklist for Compliancewith UEMO and UEMR

Important Notice: This checklist is for general reference only and does not purpgitasant all
the statutory requirements set out in the UEMO and the UEMRdeReahould refer to the
detailed provisions in the UEMO and the UEMR to ensure compliantetiae law, and may
consider seek legal advice on their specific circumstancaeesssary. Senders may also
develop alternative or more detailed instructions having regard itosgiexific circumstances or
mode of operation of sending commercial electronic messages.

Preparation Stage

Sep 1. Preparethe
target addresslist

\_

ERC

Gyou are building the list: \ 4you are obtaining or leasing am
[0 Don’t use any address from a third party:
harvesting software; and
O Don'’t use automated means to address list; and
obtain electronic addresses.

O Ensure that it is not a harveste

[0 Don’t use any harvested addr

)

Sep 2: Cleansethe
target addresslist

Sep 3. Preparethe
content of the message

DNCs are removed from the target address list (unless consent
been obtained from the recipient). The downloading of DNC, {
cleansing of sending lists and the sending out of messages shi
completed within 9 working days.

ﬁEnsure that telephone / fax numbers contained in the app%gble

has

he

1 Ensure that electronic addresses for which unsubscribe requests
have been received are removed from the target address list (upless
the recipient has subsequently withdrawn his unsubscribe request or

@en his consent to the sending of message.). /

GInclude the sender name, address and contact telephoD
numbet and an unsubscribe facility statement in both Chiaage
English, unless the recipient of the message has indicated to th
sender that the information and statement may be given in one

email
O Make sure that the sender information would be valid for at
least 30 days after the messages are sent.

\ (to be continued on next page ) /
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Sending Stage

Sep 4: Arrangefor the
electronic address from
which messagesareto
be sent

Sep 5: Preparethe
technical infrastructure

( continued from previous page )
O Provide an unsubscribe facifftshat
¢ can reasonably receive unsubscribe requests at all
for at least 30 days after the message is sent;
+ can be used by the recipient free of any charge;
+ does not contain any promotional or marketing
message; and
+ is a Hong Kong number, if the unsubscribe facility is
telephone or fax number.
1 If the message is a pre-recorded voice or video messag
sent to a telephone number, the order of presentation of s€
information and unsubscribe facility statement in the messg
must meet the requirements set out in section 8 of the UEN
1 If the message is an email, the subject heading should

a

e
nder
ge
R.
not

mislead the recipient about the content or subject matter o
essage.

6 Don't use automated means to create multiple emaim
accounts for sending multiple messages.
1 Don't register for multiple email addresses or domain
names using falsified information.
[0 Don't falsely represent to be the registrant of multiple
email addresses or domain names.

the

- /

y

ﬁDon’t conceal the calling line identification informatio}
(“CLI") when sending messages from a telephone or fax
number.
[0 Don’t use automated means to generate electronic
addresses to which messages are sent.

messages.

[0 Don’t use open relay/proxy to relay or retransmit multiple

k (to be continued on next page ) J
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Response M anagement Stage

Sep 6: Post-sending
arrangements

( continued from previous page )
[0 Don't access a telecommunications device
without authorisation to send multiple messages
O Don’t send multiple messages from a

telecommunications device without authorisation

with a view to deceiving or misleading recipientg
about the source.
I Don't falsify header information in multiple

@SS&QGS. /

0 Arrangement should be made to retain
unsubscribe requests received for at least 3 yeg
after their receipt.

[ Target address list should be updated as soq

that an unsubscribe request could take effect
within 10 working days from the day on which it
sent.

[ Information obtained from unsubscribe

for purposes other than for compliance with the

rs

n

as such unsubscribe requests are received to ensure

requests or do-not-call registers should not be used

gtutory requirement not to send further @ges.

[END]

1. Ifthe message is an SMS message, the sender rnagech

a) not to include the physical address in the SMS agssétself, provided that such address can beradatai

by calling the contact telephone number set othénSMS message; and/or

b) not to include the contact telephone number imtaé text of the SMS message, but rather in theesdd
Please see the defisitdd “commercial electronic message” and “SMS
message” in section 3 of the UEMR when applyindise&(5) of the UEMR to commercial electronic

field of the SMS message.

messages sent as SMS messages

2. The unsubscribe facility should be capable of rengian unsubscribe request transmitted from theesa

telecommunications device that received the messalger further guidance on the type of unsubsdialodity

to be provided in different types of messages,geeafer to the CoP. Having said that, the UEMR ha

specifically mentioned that if the message is arB3ihessage, the unsubscribe facility must be a Hamg
telephone number capable of receiving unsubsceieasts made orally or by entering key inputs.
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